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Motivation for starting
the project




ntation Learn Q&A Code Samples

SL / Quickstart / Install on Windows Server

Windows Server Insta wgitf' leS\;'nedd wh|ISe installing
05/12/2020 - 2 minutes to read@@“. Or In OWS erver

The Windows Subsystem for Linux is available for instal
The APPX/MSIX package you receive from the Microsoft

(version 1709) and later. This guide will walk through th
Store is in ZIP file format.

machine.

On the Windows Server, unzip the APPX package and
install it manually.

Enable the Windows Sub:

The file called Install.tar.gz is the root file system image!

Before you can run Linux distros on Windows, you mus Either way, you can manually install WSL on Windows 10 or
Linux" optional feature and reboot. Windows Server.

Open PowerShell as Administrator and run: So, wouldn't it be possible to customize the WSL
installation to my needs?

PowerShell

Enable-WindowsOptionalFeature -Online -Featu




i} I B Wslapih header - Win32 apps || X | +

ra A r - - Bt ey
L G [0 httpsy//docs.microsoft.com/en-us/windows/win32/ag

@ AWSLlogin ) Haru [ Keycloak Admin Co.. @9 Install-Module (Po.. @ Ne

B® Microsoft | Docs Documentstion learn Q&A Cc

Windows Developer Explore v Platforms ~  Downloads  San C u ri O S i ty a b O u t WS L

Windows / Apps / Win32 / APl / Wslapih / Overview

T Filter by title WSIapi-h hE

Overview 01/11/2019 = 2 minutes to rea

WSL is also a feature of Windows, so of course,
there is an API.

WSL_DISTRIBUTIOMN_FLAGS

) This header is used by Win
enumeration

eConfeure Dbt L The WSL API that | found in that way is mainly
sIConfigureDistribution e Windows Subsystem
function optimized for designing new distributions for WSL.

o wslapi.h contains the follow
WslGetDistributionConfigurat

ion function

WsllsDistributionRegisterad F u n Cti O n S

function
WslLaunch function

WslLaunchlnteractive
function WslConfigureDistribution
WslIRegisterDistribution Modifies the behavior of a d

function (WSL).

= i - ¥ : i R - .
£ Download PDF WslGetDistributionConfigur:




If so?

- It is possible to create an image contai

ning the Linux OS at will.

- You are free to register and unregister

WSL distributions.

« You can send commands from the Win

dows side and receive the results.

Then,

Wouldn't it be possible to implement
integrated test automation that is easier
to use than a virtual machine?

Wouldn't it be helpful to increase
productivity by actively customizing the
distribution for WSL?

That's how | started the project.




j Search or jump to... Pull requests Issues Marketplace Explore

| wslhub / wsl-sdk-com

<> Code Issues Pull requests Actions Projects Wiki Security Insights
1ally
Fix stdout blocking issue partially
[
I n tro l I CI n Change and tune build configurations
Enhance and add readme and license stuff

the WSL
SDK project

GITHUB.COM/
WSLHUB/

WSL-SDK-COM

How to build and test

code management with the .NET Framework.

Go to file Add file ~

46¥52c4 20 hours ago

COM server style WSL SDK

. If the reference count reaches zero, the process is automatically closed.

y  ¥3) 60 commits
20 hours ago

b days ago

12 days ago

11 days ago

Z

process style COM server-based WSL APIs, which overcome the ColnitializeSecurity

server to query and run WSL commands via the Windows PowerShell, LINQPad, and
- registered, every time you call the COM interface, the executable file automatically

1. You can start building this project with the .NET Framework SDK v4.7.2 or higher and the Windows 10, at least

= Watch ~

About o)

WSL SDK COM Module (Out-of-Process
Type)

0 Readme

B[ MIT License

Releases

Mo releases published

release

Create a new

Packages

Publish your first package
Languages
)
C#000% @ Other 1.0%


https://github.com/wslhub/wsl-sdk-com

= =0 Wsl|Sdi.g

[ComVisible(true)]
[Guid("62BD3105-260E-45AF-834B-E6C790F986D0") ]

2 references | Jung Hyun Nam, 4 day x| 1 author, 7 changes

public interface IWslService

{

1reference |JL||'|=HfL||'| Mam, 11days ago |1 author, 1 change

bool ISDlStFOREngtEFEd(‘tIlﬂg distroName);

1reference |JL||'|=HfL||'| Mam, 11days ago | 1 author, 1 chanse

Dl"troReglrtryInfo Getnéfaultnlstro(),

1 reference | JungHyun Nam, 11d |1 author, 1 change
string[] GetDistroList();
2

1 reference | JungHyun Nam, 11d |1 author, 1 change

string RunWslCommand(string distroName, string commandLine);

1 reference | Jung Hyun Nam, 11 day: ,;l:-| 1 author, 1 change

DistroRegistryInfo GetDistroInfo(string distroName);

1 reference | JungHyun Nam, 11d =0 | 1 author, 1 change

string GetDefaultDistroName();

1 reference | Jung Hyun Nam, 11 days ,;l:-| 1 author, 1 change

DistroInfo QueryDistroInfo(string distroName);

1 reference | Jung Hyun Nam, 9 day o | 1 author, 2 changes

void SetDefaultuid(string distroName, int defaultuid);

1 reference | Jung Hyun Nam, 9 day o | 1 author, 2 changes

void SetDistroFlags(string distroName, DistroFlags distroFlags);

1 reference | Jung Hyun Mam, 11 day: _§I:-| 1 author, 1 change

string GenerateRandomName(bool addNumberPostfix);

1 reference | Jung Hyun Nam, 9 da o | 1 author, 1 change

void RegisterDistro(string newDistroName, string tarGzipFilePath,

1 reference | Jung Hyun Mam, 9 days age | 1 author, 3 changes

void UnregisterDistro(string existingDistroName);

1 reference | Jung Hyun Mam, 11 days ago | 1 author, 1 change

string GetWslWindowsPath(string distroName);

1 reference | Jung Hyun Mam, 4 days age | 1 author, 2 changes

string TranslateToWindowsPath(string distroName, string linuxAbsolu

1reference | Jung Hyun Mam, 4 days ago | 1 autl 2changes

string TranslateToLinuxPath(string distroName, string windowsAbsolu

1reference | Jung Hyun Mam, 4 day o | 1 authar, 1 change

bool TestLinuxPath(string distroName, string linuxAbsolutePath);




WSL SDK In Action




Implement an integrated test
environment

Initializing
WSL SDK
Service Objects

Generate Download
random names Root File System

Passing/executing
Distro installation commands Uninstall a distro
to the distribution




Initializing WSL SDK
Service Objects

The WSL Win32 API just can't be used.

In-Process Component Model

It must be initialized with the ColnitializeSecurity
API, but--

Process & Process B

Depending on the environment, this API has
already been called and may not be available for
use.

Marshalling

Out of Process Component Model So | choose a separate out-of-process COM
server model to overcome hassles.




/f Youyou Tu - Chinese pharmaceutical chemist an

ff Alan Turing was a founding father of computer

"turing",

/f Varahamihira - Ancient Indian mathematician w

"varahamihira”,

/f Dorothy Vaughan was a NASA mathematician and

"vaughan”,

/f 5ir Mokshagundam Visvesvaraya - is a notable

"visvesvaraya”,

/f Christiane Nisslein-Volhard - German biologis
"volhard”,

/f Cédric Villani - French mathematician, won Fi

"villani™,

/f Marlyn Wescoff - one of the original programm

"wescoff",

ff Sylvia B. Wilbur - British computer scientist


https://github.com/moby/moby/blob/master/pkg/namesgenerator/names-generator.go

Getting the Linux root
filesystem easy

You can create it manually as described in the article
below, but--

o https://link.dotnetdev.kr/3qy68RT

It is recommended to use a pre-made root file system that
is easier and more convenient for everyday use.

o http://cdimage.ubuntu.com/ubuntu-base/releases/

Furthermore, Busybox or Alpine can be used
o https://github.com/Oxbadfcall/miniwsl

o https://github.com/yuk7/AlpineWSL



https://link.dotnetdev.kr/3qy68RT
http://cdimage.ubuntu.com/ubuntu-base/releases/
https://github.com/0xbadfca11/miniwsl
https://github.com/yuk7/AlpineWSL

Microsoft Windows [Version 10.0.19643.1052]
(c) Microsoft Corporation. All rights reserved.

C:\Users\rkttu>|



Utilizing the Linux Root
File System

Basically, the root file system contains the
necessary elements required to run a Linux
system.

Examples you can use:
- Ways to export/import existing Docker
container image
o Ways of registering/exporting/importing
distribution images for WSL 1 and 2



When SDK run the WslLaunch API,
- Create Anonymous Pipe with
CreatePipe
- Execute CreateProcess internally

- Sharing STDIN, STDOUT, STDERR
with Linux processes in WSL

o STDOUT, STDERR capture as a string

- Returns the captured content as a
string as a return parameter of the
COM AP]

Passing/executing

commands to the
distribution
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s XNE WslSdkSamplexlsb ~

o = M HO|X oo dolgl e &I c8%

1

2

3 Run W5SL Commands Clear Output Cell
5

6 Command Execution Result

8

g



A rkttu@DESKTOP-UO55G7I: ~

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

X

2¥ Windows PowerShell

X + v = O

M2 I2A Z3E PowerShell AFE https://aka.ms/pscoreb

PS C:\Users\rkttu> cd .\Desktop\

PS C:\Users\rkttu\Desktop> dir

C| 2§ 2] : C:\Users\rkttu\Desktop

Mode

-a
—a
e

—a———-

LastWriteTime

2021-06-29
2021-07-01
2021-06-27
2021-64-01
2021-06-05
2021-07-01

2021-66-29
2021-06-29
2021-07-01
2021-07-01
2021-65-16

F 11:
27 1e:
RF 11:
QE 9:
E 5
2F 12:

F 5:
LE U:
A 11:
eH 12:
QE 8:

PS C:\Users\rkttu\Desktop> |

31
19
30
11
55
4e

36
27
28
53
06

Length

Name

6910
6507924
1041
3681
1790543
121

13768
2495
27355
5933869
49e

CreatePipe.txt

Developing Integration Test with WSL APIs.pptx

Developing Integration Test with WSL APIs.txt

docker-hyperv-builder. txt

learn-wsl—figures. pptx

MinGW - Minimalist GNU for Windows - Thread- [Mingw-users] redirected
stdout-stderr problems in Windows program.url

Sample.ipynb

Sample.psl

WslSdkSample.xlsb

WslSdkSample.zip
OHAE AlE 2td o F.txt



0O | T Desktop/ X & Sample - Jupyter Notebook x  +

= X
& &) (D) localhost:8888/notebooks/Desktop/Sample.ipynb#/slid ) [ a .
@ AWSLlogin ) Haru T Keycloak Admin Co.. @B Install-Module (Po.. @) New Tab

X

s

WSL SDK LO|M ME L E X

O| tEE=WSLSDK ZE2N E

| 25 Alpine2| SEAHI XIS M2 M50 S HAE &4
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£0 =
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o
=
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% File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help  Search (Ctrl+Q)

£

S0 B-ga M - - Debug - x64

~ WslLaunchTest ~ P Start ~

yel Wslsdk
B (E_E =29

~ "%, WslLaunchTest Program

] writePipeHandle = writePipeHandleTemp;
i1 i return true;

}

' Oreferences | Jung Hyun Nam, 19 hours ago | 1 author, 3 changes
@i | oprivate static unsafe void Main(string[] args)
Pl

var result = CoInitializeSecurity(
IntPtr.Zero,
('1))
IntPtr.Zero,
IntPtr.Zero,
RpcAuthnLevel.Default,
RpcImpLevel.Impersonate,
IntPtr.Zero,
EoAuthnCap.StaticCloaking,
IntPtr.Zero);

if (result = @) e _ , .
throw new COMException("Cannot complete CoInitializeSecurity."”, result);

// Test Arguments
int bufferLength = 1024;
i | | string distroName = "Ubuntu-20.04";
| | i string commandLine = "cat /etc/os-release";

@ | | var attributes = new SECURITY_ATTRIBUTES
I
ik IpSecurityDescriptor = IntPtr.Zero,
{ | | bInheritHandle = true,
P

attributes.nLength = Marshal.Size0Of(attributes);

IntPtr
bufferPointer = IntPtr.Zero,
hTemp = IntPtr.Zero,
R childStdoutReadPipe = IntPtr.Zero,
S childStdoutwritePipe = IntPtr.Zero,
b child = IntPtr.Zero;

var memStream = new MemoryStream();

i i try

i+ if (!CreatePipe(out hTemp, out childStdoutWritePipe, attributes, 0))
@ No issues found | «~

R
E. D [an|@2®0 @ " WS'W"C*'T“*:
g' Search Test Explorer P~ 404 :
A Test Duration  Traits 405
= 406
g 407
g 4@ wsisdkTeR (16) 18 sec
4 @ DistroEnumTest (6) 408
@ Test_GetDefaultDistro 409
@ Test GetDefaultDistroN._. 410
@ 1est_GetistroList 411
@ Test_isDistroRegistered 412
@ 1est_QuenyDistroinfo 413
@ Test RunWsiCommand 41‘_1
4 @ DistroFileystemTest (5) 4
@ Test LinuxToWindowsPa.. 416
. Test_LinuxToWindowsPa... 417
@ Test pathExistence ﬁg
@ Test WindowsTolinuxPa. 426
. Test_ WindowsToLinuxPa... 421
4 @ DistroManipTest (3) 4226
@ Test_DistroConfiguratio.. 423
@ Test DistroRregisterUnre... 424
. Test_GenerateRandomN... 425
4 @ DistroScenarioTest (2) 1.8 sec 426
@ Test curllargeContent 915 ms 427
@ T1est curisimple 879 ms 428
429
430
431
432
433
434
435
436
4 » 437
Group Summary 438
WslSdk.Test 439
Tests in group: 16 31?
© Total Duration: 1.8 sec 442
Qutcomes G
444
@ 14 Not Run 445
@ 2 Passed 446
447
100% -~
Output  Error List

~ @, Main(string(] args)

|& Live Share

=

X

e PREVIEW

-

-

P"“".

sabueyn 319 Jalo|dx3 uonnjos  saiuadold

A Bwe zMA B

27 11:32
2021-07-01



Problems solved while
developing the SDK




To use WSL's API, the caller’'s credentials
who calls the API must be passed to the
WSL service.

For this, an Impersonation request is
required while calling ColnitializeSecurity.

ColnitializeSecurity

However, depending on the environment,
Problem there are cases where the
ColnitializeSecurity API has already been
called and cannot be called again (e.g.,
Windows PowerShell, LINQPAD, etc.)

You need to run the WSL APl in a
separate process to avoid this problem.




{1cedc5da-3614-11d2-bf96-00c04fd2dsbo
1CF1260C-4DD0-4ebb-811F-33C572699F
OCFCACDA-T 271111 -9BDL-00C0O4FBRE
1D0983EA-BLA0O-44ED-8B61 -04L06BA T EDC
O D09B4A0T-AQTF-378A-ACCB-82CAD0E2F
O DOD99B6-AFS5-4D3F-B55B-BAT1T7CB2DS

Implemented Categories

LocalServer32

Progld
1d16438c-54dc-404f-8339-c041e77a32dc
DIFD730-0748-4b5f-81DF-865694BD07.
1D2680C9-0E2A-469d-B787-065558BCTL
1d27f844-3311-4410-85a3c-14651078412¢
11d2b8da9-9324-46a0-b797-5725d8c8dAaE
1D3529CT7-671A-468d-AD2A-499A96B07
D428CT79-6E2E-4351-A301-CO401T A3 AL
O DLgFs7D-470D2-4AEE-AGSB-593EC5587T)
{1D5532BB-1E08-4002-8445-8BA35E4620
1D583ABC-8A0E-4657-9982-A380CASBFE
De322AD-AAB5-4EF5-AB28-B6D710670

Out-of-Process COM
Server

Separation of processes is mandatory, but you want to
meet the requirements below

> A Windows process should be a singleton that runs only
once per user

o No effort is required to consider the path to the
executable or create a process

> Do not rely on any network resources at all

> Should be available locally in any language without a
separate wrapper

An out-of-process COM server that satisfies all these
conditions, so | chose it.



CodePlex Archive will be shut dow

CodePlex was Microsoft's free, open source project hosting site, which ran from 2006 t

3 years. We now encourage customers to use Github for their open source project hos

CodePlex will continue as an archive until next July (2027), at which point it will be shut ¢

projects, documentation, issues, and discussions which were posted before the site we

For questions or comments please contact CodePlex Archive suppart.

CO de P|e>( A c h iVE‘ Open Source Project Archive

Project "1code’ was not found

© 2006-2018 Microsoft Shutdown Announcement Support

Thankfully

Found content on Microsoft's old collection of
example code, the All-In-One Code Framework

Exactly an out-of-process COM server
implementation in C#.

However, CodePlex, the original repository of AlO
Code Framework, is now closed.

So, | decided to look it up on GitHub.



Why still use

the NET
Framework?

For APls made with .NET to be
provided through COM, the creation of
type libraries must be automated,
but

Only .NET Framework can automate
this part; .NET Core or .NET 5 does not
have this feature yet.
- Windows SDK and Visual C++
Compiler required to replace this
feature

NET Framework is still advantageous
to simplify installation and execution



WslIRegister-
Distribution

Perhaps among the WSL APIs,
the WsIRegisterDistribution
API finds the path to the EXE

file of the process that calls it.

Create a file system for WSL
directly under the directory

path containing the EXE file

that calls this function

To freely register WSL
distributions, | made a custom
launcher.

ncies (xed)

Options Help

jowshSystemdZiwslapi.dll

_ Pl Ordinal Hint Function

_ : -dll —> C:\Windows\s | ey N/Z 16 (0x00000010) PathCchRemoveFileSpec
‘m3-Win-crt-private-11-1-0.4d11 -> C:\Windowshs _— & (0%000000061 S
‘m3-win-crt-atring-11-1-0.4d11 -> C:\Windowahsy =] / (Ox ) reaterile
ms-win-core-libraryloader-11-2-0.d1l —> C:\Wi|| EEJ N/n 12 (0x0000000c) GetStdHandle
‘ms-win-core-debug-11-1-0.411 -> C:\Windows'sy | ] H/L (0x00000000) GetProcessHeap
‘m3-win-core-processthreads-11-1-0.d11 -> C:i\H = H/R (0x00000002) Heapilloc
‘m3-Win-core-localization-11-2-0.d411 - C:\Wi
‘m3-Win-core-handle-11-1-0.411 -> C:\Windowsh

H/R 20 (0x00000014 eryFull1ProcessImageNameld
‘m3-win-core-synch-11-1-0.4d11 -> C:\Windows“s ] / ': } Query ge
‘m3-win-core-com-11-1-0.d11 -»> C:\Windows‘\ayst
‘ma-win-core-errorhandling-11-1-0.d11 -»> C:\Wil| D H/R 3 (0x00000003) Reolnitialize
‘m3-win-core-heep-12-1-0.d11 -> Ci\Windowshsys | |2 H/L 7 (0x00000007) EReUninitialize
ms-win-core-path-11-1-0.d11 -> C:\Windows\3ys | g N/A 12 (0x0000000c) WindowsDeleteString
‘m3-win-core-file-11-1-0.d11 -> C:\Windows\ays|| <
‘m3-win-core-processenvironment-11-1-0.d11 -> - - -
‘m3-win-core-heap-11-1-0.d11 -> C:\Windows\ays E Ordinal Hint Function
mI-win-core-psapi-11-1-0.411 -3 C:\Windows\sy = 1 (O=x0001) 0 (0x00000000) WslConfigureDistribution
mI-win-core-winrt-11-1-0.411 -> C:\Windows\sv|| [ | 2 {0=x0002) 1 {0x00000001) WslGetDistributionConfiguratior
‘m3-win-core-winrt-string-11-1-0.d11 -> C:\Win | ] 3 (0=0003) 2 (0x00000002) WslIsDistributionBegistered
‘m3-win-core-sysinfo-11-1-0.d11 -> C:ZWWindows' i<l 4 (0x0D004) 3 (0x00000003) WslLaunch
‘m3-Win-core-rtlsupport-11-1-0.4d11 -> C:\Windo .
5 (D0x0005 4 (0x00000004) WslL hInt t
‘m3-win-core-processthreads-11-1-1.d11 -> C:\H B (o= ! (0x ) = au1.1|:: . ?rﬂc_lve_
m3-win-core-profile-11-1-0.411 -> C:\Windows\ = 6 (0x0006) 5 (0x00000005) WslBRegisterDistribution
mI-win-core-interlocked-11-1-0.411 -» C:=\Wind | I ] T (0x0007) & (0x00000006) WaslUnregisterDistribution
‘m3-win-appmodel-runtime-11-1-0.411 -> C:3\Wind
> {

wdule Machine Type File Size Image Base Virtual Size Entry point
i-m-win-crt-runtime-11-1-0.d411 -> C:% ZMDG4 D11; Executable 0=x000££198 0x180000000 0=x00100000 0=x00016110
i-ms-win-crt-private-11-1-0.d11 -> C:% ZMDG4 D11; Executable 0=x000££198 0x180000000 0=x00100000 0=x00016110
i-ms-win-crt-string-11-1-0.411 -> C:%\W ZMDG4 D11; Executable 0=x000££198 0x180000000 0=x00100000 0=x00016110
i-mg-win-core-librarylcader-11-2-0.d11 AMDG4 D11; Executable O0x002c8bE0 0x180000000 O0x002c8000 0=x000108650
J—ma—nrirni—rare—dahilm—=11-1-0 A171 —= "\ JAMORA Nil* Fvarntahles NwNN2-AkheN w1 200n NN wN2~AnNn NwNNINARSN

le "C¥WindowsWSystem32¥Wwslapidll” successful.




Missing Pieces




The Hidden

LXSS Service
Manager

Information in the registry vs. LXSS Service
Manager

o Information that is permanently stored is
primarily stored in the registry

o The LXSS service manager is responsible
for executing WSL 2's built-in Linux kernel
and various services while at the same time
controlling the status of current WSL
distributions.

- What's available right now is the registry
and basic C-style APIs are the best!

o Surprisingly, neither the LXSS service
manager APl nor the COM interface is
revealed until today.



As mentioned earlier, the current WSL
APl is only provided for distribution
creators.

The various functions provided by
WSL.EXE must be contained in the

ILxssUsersession ILxssUserSession interface!

Interface

However, the interface type
information was not disclosed
anywhere.

https://github.com/Biswa96/WsIRevers
e



https://github.com/Biswa96/WslReverse




I'm trying to develop WSL SDK v2
without elevation of privilege using
ASP.NET Core and gRPC, and AF_UNIX
socket support introduced since
Windows 10 1803.

This has many benefits, such as MSIX
packages, ARM64 native support, and
support for a broader range of
languages and tools.



GitHub Action support for Windows
Server 2019 and later

- Build environment support for WSL
distribution developers

- Automation of WSL image creation
that pre-packages familiar developer
tools used by the team



Added support for multiple
programming languages
- When the API of the WSL SDK is
stabilized, and the first version can
be released, it will be materialized.




Integration with Docker and Docker
Hub

- Using the API provided by Docker
Engine

o Build container image for WSL
distribution  Export to Root FS

o WSL distribution Root FS creation
Import with Docker




Takeaway

WSL API exposed in MS Docs has few features

o If you're interested in building a Linux
distribution for WSL, | recommend taking a
look.

o |t can be made only with Root FS or
released as a package for MS Store.

WSL SDK is currently under development

o Looks like | can release version 0.1 in the
not-too-distant future

WSL distributions are up to you to make them.

- Not only the distributions in the store, but
you can also customize them to your liking.



AbOUt Our WSLHUB - Korean WSL User Group

o https://fb.com/groups/wslhub

Community + https://github.com/wslhub



https://fb.com/groups/wslhub
https://github.com/wslhub

RKTTU@RKTTU.COM

' 2\ “1 :
Thank you! ﬂm«h/ \

\



